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/ AMENDMENTS TO THE SPECIFICATION 

In the Title 

M-trie Plus: Ext e nded TRIE Based Packet Lookup Processing 

J 

In the abstract 



In a first aspect of the invention, d in an embodiment, d ifferent aspects of the-apacket 
header and data included in the packet are singled out for attention, rather that just the four 
byte EP destination address. This allows th e M tri e Plus to p e rform functions that TRIES 
were unable to do. The current TRIE di s tinguishes only between the leaf and node type 
e lem e nts and is us e d only for routing. Th e M-tri e Plus e xt e nds this and includes d Different 
information is included in4he nodes of the triee whieh- that enables matching and branching 
on different header fields. The basic building block of all M trie Plus nodes is an oppointer. 
Th e oppoint e r includ e s an address and an opcod e . In a pr e ferred embodim e nt, th e address 
included in an oppointer i s the addre s s for the next node. The opcode included in an 
oppointer d e scribes what action the rout e r or switch has to do on th e packet label to select th e 
n e xt oppoint e r l e af on th e M tri e Plus data structur e . If an oppoint e r points to th e bit 
termination leaf, the lookup is terminated. High speed packet header proces s ing is achiev e d 
by th e multipl e pipelined threads of the M trie Plus e ngine (MPS) and a wide memory bu s . 
In an embodiment s e cond asp e ct of th e inv e ntion , the ACL of a configuration file in a router 
or switch is compiled into a n ACL M _trie Plus data structure which is located in the 
memory of the router or switch. Thi s has the effect of m e rging routing and ACL proc e ssing 
in a singl e d e vic e . Th e M tri e Plus data structur e 200 is trav e rs e d with r e sp e ct to information 
included in the pack e t header, thereby determining whether a packet should be dropped or 
forward e d. ACL lists ar e defin e d in the configuration fil e of th e router or switch. In a 
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preferred embodiment there are two forms of access list in the IOS: the standard ACL and 
th e e xt e nd e d ACL. Standard li s ts ar e us e d to control traffic bas e d — on on e or mor e s ourc e IP 
addres s e s . The ext e nded acces s li s t provides a fin e r granularitys in controlling traffic. ACL 
definitions provide a set of crit e ria that are applied to each packet that is proc e ssed by the 
router or switch. Th e rout e r or s witch d e cides wh e th e r to forward or drop e ach packet bas e d 
on whether or not the packet matches the access list criteria. Typical crit e ria defined in ACLs 
ar e source addresses, destination addr e s s es or upper - layer protocols of th e pack e t. In an th i r d 
embodiment asp e ct of th e inv e ntion , tke-M-atrie Ph*s- data structure 200 can is used to map a 
multicast packet header by a sequence of nodes that match on destination address or source 
address . Each physical port use s th e M - tri e Plus with th e first l e v e l nodes matching on th e 
first 8 bits of di e de s tination addr e ss, th e second l e vel nodes matching on th e s e cond 8 bits of 
the destination addre s s and so on, at each level the nodes corre s pond to multicast addresses. 
In a pr e f e rr e d e mbodim e nt, th e opcod e includ e d in a nod e can specify other op e rations, such 

an instructions to compar e byt e s in th e packet h e ader with byt e s in a CAM (cont e st 

addressable memory) or to direct certain types of pack e ts (for example, voice traffic) to a 
sp e cifi e d output interfac e . 
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In the specification 

Replace the paragraph on page 5, starting at line 17, with the follo wing paragraph, 
In a preferred embodiment, the opcode included in a node can specify other 
operations, such an instruction to compare bytes in the packet header with bytes in a 
CAM ( cont e st content addressable memory) or to direct certain types of packets (for 
example, voice traffic) to a specified output interface. 



Replace the paragraph on paggi^2, starting at ljrie3, with the following paragraph, 



The routing or switching device 130 processes data packets 121 from at least one 
source device 110 and directs them to at least one destination device 140. The routing or 
h switching device 130 includes one or more input interfaces 1 3 1 , a routing 

L processor 132, an M-trie plus engine 133, an M-trie data structure 200 and a set of output 

interfaces 134. 



Replace the paragraph on page>4; starting at \pt€ 4, with the following paragraph, 




The M-trie plus data structure 200 includes a tree having a root node 205, a plurality 
of inferior nodes 210 and a terminal leaf node 215. Terminal leaf node 215 is also an 
example of an inferior node. 



Replace the paragraph on pa^fs ^ starting at line ^l4f with the following paragraph, 

The method step 300 is performed by the systems 100 and 200. Although the m e thod 
( step 300 is described serially, the steps of the method step 300 can be performed by separate 
*7 elements in conjunction or parallel, whether asynchronously, in a pipelined manner, or 
otherwise. In broad overview, the m e thod step 300 can include routing of packets, 
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multicasting, deciding whether packets can be dropped as a function of QoS or CoS and other 
aspects related to processing of packet headers. 



Replace the paragraph on p^e^l6, sta rting at Hy^20 9 with the following paragraph, 

For example (without limitation) a first oppointer can have an opcode 440 230 
specifying match on protocol field and a pointer (that is address 225) to another node in the 
M-Trie Plus data structure 450-200. This node may have an opcode 4J-© 230 that specifies 
hash and demux on the last byte of the source address. The next oppointer can specify to 
multiplex on the second byte of the destination address. 



Replace the paragraph on page J^lstarting at line l^vith the following paragraph, 

In a step 335, the M-trie Plus engine 133 accesses the node of the M-trie Plus data 
structure 4-50 200 that is determined by the address in step 330. The m e thod step 300 
proceeds at step 320. 

^Repl ace the paragraph on pag^l7, starting at line^Cwith the following paragraphf^ 

In a step 340, the data packet 121 is passed to one or more output interfaces ±3$ 134 
or dropped. The decision to pass or drop the packet 121 is responsive to information 
contained in the terminal leaf node 215. 
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